DATA SHEET

Trustwave Vulnerability Scanning
DATA-DRIVEN SECURITY INSIGHTS FOR YOUR ORGANIZATION IN REAL-TIME

Benefits
● Continuous visibility into
IT assets and associated
vulnerabilities
● Schedule tests, view
your asset catalog and
drill down into detailed
findings
● Save time and resources
by chasing fewer false
positive results
● Reduce risk by focusing
resources on the most
significant vulnerabilities
● Leverage expertise and
intelligence gathered
by the SpiderLabs®
research team

Running a secure digital organization at today’s business pace requires
continuous, up-to-the-minute visibility into IT vulnerabilities which can lead to
security breaches. Enterprise networks are susceptible to vulnerabilities such as
software flaws and configuration issues. Security professionals need to identify,
classify, remediate or mitigate the vulnerabilities that attackers could exploit to
access your data. Continuous vulnerability scanning is a critical requirement
for effective cyber defense, according to industry analysts. Trustwave
Vulnerability Scanning provides continuous insights on what assets are in your
IT environment and how vulnerable they are to attack.

Get the Complete Picture
Organizations need visibility into their IT assets and where they are vulnerable to attack and/or compromise. The release
of hundreds of new threats into the wild each month challenges even the most sophisticated IT security professionals.
Trustwave Network Scanning provides insight into their network vulnerabilities.
Trustwave makes it easy for you to continuously test and retest for vulnerabilities with a full suite of testing capabilities
managed within a unified portal. You get a dashboard view of your entire asset catalog to gain a comprehensive
understanding of your risk exposure and compliance posture.

Trustwave Vulnerability Scanning

TRUSTWAVE VULNERABILITY SCANNING
Unlimited Asset Discovery Scans
With today’s complex, distributed and fluid IT environments, it’s difficult for companies to have a handle on their IT assets at any given point in time.
Once you are up and running in our self-service portal, you can schedule unlimited discovery scans to identify and map out your organization’s assets.
Using Trustwave’s centralized asset manager, you can categorize them by location, function, and/or importance.

Managed Application Scanning

Network Scanning

Assess applications prior to deployment or test them in production and
protect these front doors to your sensitive data.

Gain insight into your network weaknesses so you can protect confidential
information, ensure the integrity and availability of IT systems, and address
compliance objectives.

Managed Application Scanning

Network Scanning

Assess applications prior to deployment or in production with Trustwave
Managed Application Scanning.

Trustwave Network Scanning provides insight into your network
vulnerabilities and where your network may be exposed to compromises
from within and outside the corporate firewall.

• Highly accurate vulnerability discovery rates with minimal false positives
means less staff time wasted on non-issues
• Behavior-based technology eclipses a signature-based approach to
emulate a true hacker and maintain the state of the application while
attacking the application at the browser level.
The Trustwave approach identifies runtime vulnerabilities that might be
missed in scanning strings of code.

External Vulnerability Scanning
Regularly scheduled or ad-hoc in-the-cloud, external scanning offers
insight into what vulnerabilities are being exposed through your firewall to
the outside world. Regular vulnerability updates are provided by the elite
Trustwave SpiderLabs® research team.

Internal Vulnerability Scanning
Internal scanning offers the same industry leading vulnerability technology
as external scanning, providing you with a hacker’s view of vulnerabilities
inside the network behind your firewall. Trustwave Vulnerability Scanning
is available as a self-service application or as a managed scanning service,
part of Trustwave Managed Security Testing service.

Other Available Security Testing
We offer a full suite of security testing capabilities managed within
a unified portal. In addition to Trustwave Vulnerability Scanning, the
following services are available:
• Internal/External Network Penetration Testing
• Internal/External Managed Application Penetration Testing
• Managed Database Scanning
Penetration testing services are delivered by Trustwave SpiderLabs® —
an advanced security team focused on forensics, ethical hacking and
managed application security testing.
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• Stack rankings make it easy for staff to spend time on the most
significant threats first

